[bookmark: _Toc49554218]ExpenseCount API
[bookmark: _Toc49554219]Integration Specification

[bookmark: _Toc355712786][bookmark: _Toc49554220]Document Amendment Register	
The enclosed document has been amended by the following description:

	Version
	Date
	Description

	1.0.0
	26-Aug-2020
	Initial draft
Product List and Product Buy API

	1.0.1
	28-Aug-2020
	Add user groups, myproducts API

	1.0.2
	28-Aug-2020
	Add signup, signin, forgotpassword API

	
	
	



[bookmark: _Toc73435855][bookmark: _Toc73435872][bookmark: _Toc356817676]










[bookmark: _Toc49554221]Table of Contents

ExpenseCount API	1
Integration Specification	1
Document Amendment Register	1
Table of Contents	2
1.0 INTRODUCTION	3
1.1	PURPOSE	3
1.2	SCOPE	3
1.3	Access URLs	3
2.0 Product API	4
2.1 Product List API	4
2.2 Product Buy API	7
2.3 My Product API	12
3.0 User API	15
3.1 User Group API	15
3.2 User SignUp API	18
3.3 User SignIn API	22
3.4 User Forgot Password API	25
Appendix A Server Status Codes	28
Appendix B Application Status Codes	29














[bookmark: _Toc49554222]1.0 INTRODUCTION
This document provides a conceptual view of expensecount API.
1.1 [bookmark: _Toc49554223]   PURPOSE
The purpose of this document is to guide to integrate expensecount API on mobile Apps.
1.2 [bookmark: _Toc49554224]  SCOPE
The scope of the integration between expensecount website and mobile Apps cover the functional requirement. 
1.3 [bookmark: _Toc49554225] Access URLs
The following access URLs will be used based on environment.  

	Environment
	URL Format

	Test Server
	http://www.expensecount.org/

	Live Server
	https://expensecount.com/
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[bookmark: _Toc49554227]2.1 Product List API

	Method
	URL            
	Content-Type

	GET
	<ACCESS_URL>/products/list.json	
	Application/json




	Type
	Params
	Data Type
	Condition

	HEADER
HEADER
KEY
KEY
KEY
	Content-Type
Accept
access_token 
device_id
random_number

	string
string
string
string
string
	Mandatory 
Mandatory 
Mandatory
Mandatory
Mandatory




Content-Type
Content-Type determines what type of representation is desired at client side. The value should be “application/json”

Accept
Accept determines what type of representation is desired at client side. The value should be “application/json”

access_token
access_token is the hash combination of device_id & random_number .

device_id
device_id determines the device id for mobile device and session_id for the web browser.

random_number
random_number is the 4 digit random number.

Sample Request: 
{
   "access_token":"0c1d9f14e828929a9fd7c0ca46bf4a6a8d0e6bc3ce78ed61d41cd8665521fd81",
   "device_id":"234234-34234-234234-234234-324234",
   "random_number":"4537"
}


Sample Response:
{
    "response": {
        "products": [
            {
                "id": "1",
                "sku": "GE1M",
                "title": "Group Expense for 1 Month",
                "description": "Group Expense for 1 Month",
                "price": "2",
                "currency_id": "1",
                "photo": null,
                "expense_type": "1",
                "type": "0",
                "payment_number": "0",
                "payment_interval": "4",
                "payment_cycle": "M",
                "status": "1",
                "created_date": "2020-08-13 04:16:15",
                "updated_date": "2020-08-13 04:16:15"
            },
            {
                "id": "2",
                "sku": "FE6M",
                "title": "Family Expense for 6 Month",
                "description": "Family Expense for 6 Month",
                "price": "3",
                "currency_id": "1",
                "photo": null,
                "expense_type": "3",
                "type": "1",
                "payment_number": "2",
                "payment_interval": "6",
                "payment_cycle": "M",
                "status": "1",
                "created_date": "2020-08-13 04:16:15",
                "updated_date": "2020-08-13 04:16:15"
            },
            {
                "id": "3",
                "sku": "ME3M",
                "title": "Mess Expense for 3 Month",
                "description": "Mess Expense for 3 Month",
                "price": "0",
                "currency_id": "1",
                "photo": null,
                "expense_type": "2",
                "type": "1",
                "payment_number": "3",
                "payment_interval": "1",
                "payment_cycle": "M",
                "status": "1",
                "created_date": "2020-08-13 04:16:15",
                "updated_date": "2020-08-13 04:16:15"
            }
        ],
        "status": "+000",
        "status_desc": "SUCCESS."
    }
}
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Request
	Method
	URL            
	Content-Type

	POST
	<ACCESS_URL>/ products/buy.json	
	application/x-www-form-urlencoded



	Type
	Params
	Data Type
	Condition

	HEADER
HEADER
KEY
KEY
KEY 
KEY
KEY
KEY
KEY
KEY
KEY
KEY
KEY
KEY
KEY
KEY
KEY
KEY
KEY
KEY
KEY
	Content-Type
Accept 
access_token 
device_id
random_number
product_id
product_sku
user_id
payment_type_id
platform_id
amount
first_name
last_name
email
address1
address2
city
state
zip
country
phone
	string
string
string
string
string
integer
string
integer
integer
integer
integer
string
string
string
string
string
string
string
string
string
string
	Mandatory 
Mandatory 
Mandatory 
Mandatory 
Mandatory 
Mandatory 
Mandatory 
Mandatory 
Mandatory 
Mandatory 
Mandatory 
Optional
Optional
Optional
Optional
Optional
Optional
Optional
Optional
Optional
Optional



Content-Type
Content-Type determines what type of representation is desired at client side. The value should be “application/json”

Accept
Accept determines what type of representation is desired at client side. The value should be “application/json”

access_token
access_token is the hash combination of device_id & random_number .

device_id
device_id determines the device id for mobile device and session_id for the web browser.

random_number
random_number is the 4 digit random number.

product_id
product_id is the id of the product. It must be an integer value.
product_sku
product_sku is the sku of the product. It must be a string value. User can identify the product with the sku.
user_id
user_id is the id of the current logged in user. It must be an integer value.
payment_type_id
payment_type_id is the id of the payment_type. It must be an integer value. 
Example : 1= Wallet, 2 = Credit Card, 3=Paypal

platform_id
platform_id is an integer value. Example: 1 = android, 2 = iphone 3 = web.
amount
amount is a double value. It is the amount that user will pay for the product.

first_name
first_name   is the billing user’s first name. If not found then user’s first name is used for the field.

last_name
last_name   is the billing user’s last name. If not found then user’s last name is used for the field.

email
email   is the billing user’s email address. If not found then user’s email is used for the field.
address1
address1 is the billing user’s first address. It should not more than 100 characters
address2
address2 is the billing user’s second address. It should not more than 100 characters
city
city is the billing user’s city. 
state
state is the billing user’s state. 
zip
zip is the billing user’s zip code.
country
country is the billing user’s country.

phone
phone is the billing user’s phone number.

Sample Request: 
{
   "product_id":"2",
   "product_sku":"FE6M",
   "user_id":"12",
   "payment_type_id":"1",
   "platform_id":"2",
   "amount":"20",
   "access_token":"0c1d9f14e828929a9fd7c0ca46bf4a6a8d0e6bc3ce78ed61d41cd8665521fd81",
   "device_id":"234234-34234-234234-234234-324234",
   "random_number":"4537",
   "billing_info": {
      "first_name": "John",
      "last_name": "Dalton",
      "address1": "Rifles Square",
      "address2": "Time Square",
      "city": "New York",
      "state": "New York",
      "zip": "4000",
      "country": "United States",
      "phone": "02548523252",
      "email": "john@example.com"
   }
}


Sample Response:
{
    "response": {
        "order": {
            "payment_id": "3-12-1598465570-7600",
            "order_unique_id": "3-12-1598465570",
"purchase_token": "684d58cc220091c69529bd216deb0313e20a66334eeffb47c43aca0fbf6d4f3a",

            "user_id": "12",
            "product_id": "2",
            "expire_date": "2021-02-26 20:12:50",
            "product_price": "3",
            "fee": 0,
            "gross": "3",
            "cost": 0,
            "net": "3",
            "currency_id": "1",
            "platform_id": "2",
            "device_id": "",
            "status": 1,
            "type": "1",
            "user_ip": "::1",
            "payment_type_id": "1",
            "created_date": "2020-08-26 18:12:50",
            "updated_date": "2020-08-26 18:12:50"
        },
        "status": "+000",
        "status_desc": "SUCCESS."
    }
}
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Request
	Method
	URL            
	Content-Type

	GET
	<ACCESS_URL>/products/myproducts.json	
	application/x-www-form-urlencoded



	Type
	Params
	Data Type
	Condition

	HEADER
HEADER
KEY
KEY
KEY 
KEY
KEY
	Content-Type
Accept 
access_token 
device_id
random_number
user_id
expense_type
	string
string
string
string
string
integer
integer
	Mandatory 
Mandatory 
Mandatory 
Mandatory 
Mandatory 
Mandatory 
Optional



Content-Type
Content-Type determines what type of representation is desired at client side. The value should be “application/json”

Accept
Accept determines what type of representation is desired at client side. The value should be “application/json”

access_token
access_token is the hash combination of device_id & random_number .

device_id
device_id determines the device id for mobile device and session_id for the web browser.

random_number
random_number is the 4 digit random number.

user_id
user_id is the id of the current logged in user. It must be an integer value.

expense_type
expense_type is the type of the product. It must be an integer value.

Sample Request: 
{
    "user_id":"12",
    "expense_type":"3",
   "access_token":"0c1d9f14e828929a9fd7c0ca46bf4a6a8d0e6bc3ce78ed61d41cd8665521fd81",
   "device_id":"234234-34234-234234-234234-324234",
   "random_number":"4537"
}

Sample Response:
{
    "response": {
        "products": [
            {
                "id": "2",
                "sku": "FE6M",
                "title": "Family Expense for 6 Month",
                "description": "Family Expense for 6 Month",
                "price": "3",
                "currency_id": "1",
                "photo": null,
                "expense_type": "3",
                "type": "1",
                "payment_number": "2",
                "payment_interval": "6",
                "payment_cycle": "M",
                "status": "1",
                "created_date": "2020-08-13 04:16:15",
                "updated_date": "2020-08-13 04:16:15"
            }
        ],
        "orders": [
            {
                "id": "47",
                "payment_id": "3-12-1598553610-2179",
                "order_unique_id": "3-12-1598553610",
"purchase_token": "684d58cc220091c69529bd216deb0313e20a66334eeffb47c43aca0fbf6d4f3a",
                "user_id": "12",
                "product_id": "2",
                "expire_date": "2021-02-27 20:40:10",
                "product_price": "3",
                "fee": "0",
                "gross": "3",
                "cost": "0",
                "net": "3",
                "currency_id": "1",
                "platform_id": "2",
                "device_id": "3pm3ju5mhpaeoe1tuc83gobv1g",
                "status": "1",
                "type": "1",
                "user_ip": "::1",
                "payment_type_id": "1",
                "created_date": "2020-08-27 18:40:10",
                "updated_date": "2020-08-27 18:40:10"
            }
        ],
        "status": "+000",
        "status_desc": "SUCCESS."
    }
}
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[bookmark: _Toc49554231]3.1 User Group API

Request
	Method
	URL            
	Content-Type

	GET
	<ACCESS_URL>/users/groups.json
	application/x-www-form-urlencoded



	Type
	Params
	Data Type
	Condition

	HEADER
HEADER
KEY
KEY
KEY 
KEY
	Content-Type
Accept 
access_token 
device_id
random_number
user_id
	string
string
string
string
string
integer
	Mandatory 
Mandatory 
Mandatory 
Mandatory 
Mandatory 
Mandatory



Content-Type
Content-Type determines what type of representation is desired at client side. The value should be “application/json”

Accept
Accept determines what type of representation is desired at client side. The value should be “application/json”

access_token
access_token is the hash combination of device_id & random_number .

device_id
device_id determines the device id for mobile device and session_id for the web browser.

random_number
random_number is the 4 digit random number.

user_id
user_id is the id of the current logged in user. It must be an integer value.

Sample Request: 
{
    "user_id":"12",
   "access_token":"0c1d9f14e828929a9fd7c0ca46bf4a6a8d0e6bc3ce78ed61d41cd8665521fd81",
   "device_id":"234234-34234-234234-234234-324234",
   "random_number":"4537"
}

Sample Response:
{
    "response": {
        "data": [
            {
                "usergroup": [
                    {
                        "id": "11",
                        "user_id": "12",
                        "unique_url": "1DyMwFbnIbUseIV",
                        "participant_id": "1_0"
                    },
                    {
                        "id": "12",
                        "user_id": "12",
                        "unique_url": "1DyMwFbnIbUseIV",
                        "participant_id": "1_1"
                    }
                ],
                "expense": {
                    "id": "6585",
                    "unique_url": "1DyMwFbnIbUseIV",
                    "title": "Melbourne gang",
                    "currency": "AUD",
                    "description": "lunga dunga",
                    "language": "eng",
                    "expense_type": "1",
                    "create_user": "system",
                    "update_user": "system",
                    "status": "1",
                    "create_date": "2018-05-27 13:25:43",
                    "update_date": "1565486363",
                    "default_meal": "",
                    "source": "2",
                    "ip": "210.50.115.61",
                    "user_agent": "GroupExpense\/31 CFNetwork\/974.2.1 Darwin\/18.0.0",
                    "user_id": null,
                    "version": "0"
                }
            },
            {
                "usergroup": [
                    {
                        "id": "51",
                        "user_id": "12",
                        "unique_url": "1Raf0FbIQb7fuGc",
                        "participant_id": "1_0"
                    },
                    {
                        "id": "52",
                        "user_id": "12",
                        "unique_url": "1Raf0FbIQb7fuGc",
                        "participant_id": "1_1"
                    }
                ],
                "expense": {
                    "id": "7112",
                    "unique_url": "1Raf0FbIQb7fuGc",
                    "title": "July 2018 Football Sessions",
                    "currency": "USD",
                    "description": "July 2018 Football Sessions at Soccer City",
                    "language": "eng",
                    "expense_type": "1",
                    "create_user": "system",
                    "update_user": "system",
                    "status": "1",
                    "create_date": null,
                    "update_date": "1528178409",
                    "default_meal": "",
                    "source": "1",
                    "ip": "119.151.72.80",
                    "user_agent": "Mozilla\/5.0 (Windows NT 6.1; Win64; x64; rv:59.0) Gecko\/20100101 Firefox\/59.0",
                    "user_id": null,
                    "version": "0"
                }
            }
        ],
        "status": "+000",
        "status_desc": "SUCCESS."
    }
}

[bookmark: _Toc49554232]3.2 User SignUp API

Request
	Method
	URL            
	Content-Type

	GET
	<ACCESS_URL>/users/signup.json
	application/x-www-form-urlencoded



	Type
	Params
	Data Type
	Condition

	HEADER
HEADER
KEY
KEY
KEY 
KEY
KEY
KEY
KEY
KEY
KEY
KEY
KEY
KEY
KEY
	Content-Type
Accept 
access_token 
device_id
random_number
profile_id
profile_type
action
first_name
last_name
preferences
nick_name
is_verified
unique_url
participant_id
	string
string
string
string
string
string
integer
string
string
string
string
string
string
string
string
	Mandatory 
Mandatory 
Mandatory 
Mandatory 
Mandatory 
Mandatory
Mandatory
Mandatory
Mandatory
Mandatory
Mandatory
Optional
Optional
Optional
Optional



Content-Type
Content-Type determines what type of representation is desired at client side. The value should be “application/json”

Accept
Accept determines what type of representation is desired at client side. The value should be “application/json”

access_token
access_token is the hash combination of device_id & random_number .

device_id
device_id determines the device id for mobile device and session_id for the web browser.

random_number
random_number is the 4 digit random number.

profile_id
profile_id is the email of the user.

profile_type
profile_type is the profile type of the user. Example: 0=email, 1=gmail, 2=facebook, 3=phone.

action
action is the fixed value for this api. Its value is `register `.
first_name
first_name is the first name of user.
last_name
last_name is the last name of user.
password
password is encrypted value of user password.
preference
preference is a sting like "1|2|4".
1 = email received or not, 
2 = what kind of user, etc

nick_name
nick_name is the nick name of user.

is_verified
is_verified is the user active or inactive. Example 0=inactive, 1=active.

Groups is a optional Array.
unique_url
unique_url is the unique url of the expense.

participant_id
participant_id is participant id of the usergroup.

Sample Request: 
{
   "action":"register",
   "first_name":"Bijoy",
   "last_name":"Dew",
   "profile_type":"1",
   "profile_id":"bijoy@cloud-height.com",
   "password":"b5699a4d2c49eb2d0591b06236517f39",
   "access_token":"0c1d9f14e828929a9fd7c0ca46bf4a6a8d0e6bc3ce78ed61d41cd8665521fd81",
   "device_id":"234234-34234-234234-234234-324234",
   "random_number":"4537",
   "preferences":"1|0|1",
   "nick_name":"bijoy",
   "is_verified":"1",
   "groups":[
      {
         "unique_url":"13XsfyYP",
         "participant_id":"1_0"
      },
      {
         "unique_url":"13XsfyYP",
         "participant_id":"1_1"
      }
   ]
}


Sample Response:
{
    "response": {
        "user": {
            "User": {
                "id": "34",
                "first_name": "Bijoy",
                "last_name": "Dew",
                "profile_type": "1",
                "profile_id": "bijoy@cloud-height.com",
                "password": "b5699a4d2c49eb2d0591b06236517f39",
                "ip": "10.165.39.108",
                "is_verified": "1",
                "nick_name": "bijoy",
                "preferences": "1|0|1",
                "device_info": "PostmanRuntime/7.26.3",
                "version": "0",
                "verification_token": "5c0a1bccdf905765a73893bcd84b97269bdaacf6ac495a41410c2aadab6981c1",
                "resetpass_token": null,
                "resetpass_token_expire_date": null,
                "group_expiry_date": null,
                "mess_expiry_date": null,
                "family_expiry_date": null,
                "create_date": "2020-08-28 14:22:52",
                "update_date": "2020-08-28 14:22:52"
            }
        },
        "status": "+000",
        "status_desc": "SUCCESS",
        "invalid_groups": []
    }
}

[bookmark: _Toc49554233]3.3 User SignIn API

Request
	Method
	URL            
	Content-Type

	GET
	<ACCESS_URL>/users/signin.json
	application/x-www-form-urlencoded



	Type
	Params
	Data Type
	Condition

	HEADER
HEADER
KEY
KEY
KEY 
KEY
KEY
KEY
	Content-Type
Accept 
access_token 
device_id
random_number
profile_id
profile_type
action
	string
string
string
string
string
string
integer
string
	Mandatory 
Mandatory 
Mandatory 
Mandatory 
Mandatory 
Mandatory
Mandatory 
Mandatory



Content-Type
Content-Type determines what type of representation is desired at client side. The value should be “application/json”

Accept
Accept determines what type of representation is desired at client side. The value should be “application/json”

access_token
access_token is the hash combination of device_id & random_number .

device_id
device_id determines the device id for mobile device and session_id for the web browser.

random_number
random_number is the 4 digit random number.

profile_id
profile_id is the email of the user.

profile_type
profile_type is the profile type of the user. Example: 0=email, 1=gmail, 2=facebook, 3=phone.

action
action is the fixed value for this api. Its value is `login `.

Sample Request: 
{
    "action":"login",
   "profile_type":"1",
   "profile_id":"bijoy@cloud-height.com",
   "password":"b5699a4d2c49eb2d0591b06236517f39",
   "access_token":"0c1d9f14e828929a9fd7c0ca46bf4a6a8d0e6bc3ce78ed61d41cd8665521fd81",
   "device_id":"234234-34234-234234-234234-324234",
   "random_number":"4537"
}


Sample Response:
{
    "response": {
        "user": {
            "User": {
                "id": "12",
                "first_name": "Bijoy",
                "last_name": "Dew",
                "profile_type": "1",
                "profile_id": "bijoy@cloud-height.com",
                "password": "b5699a4d2c49eb2d0591b06236517f39",
                "ip": "::1",
                "is_verified": "1",
                "nick_name": "bijoy",
                "preferences": "1|0|1",
                "device_info": "PostmanRuntime/7.26.3",
                "version": "0",
                "verification_token": "292bd1c7e3beb70a8c592c0174d29262f7502b97b774194da3e3bea0f0b76e67",
                "resetpass_token": null,
                "resetpass_token_expire_date": null,
                "group_expiry_date": null,
                "mess_expiry_date": null,
                "family_expiry_date": "2021-02-28 17:51:36",
                "create_date": "2020-08-25 22:03:17",
                "update_date": "2020-08-25 22:03:17"
            }
        },
        "status": "+000",
        "status_desc": "Login in successful."
    }
}
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Request
	Method
	URL            
	Content-Type

	GET
	<ACCESS_URL>/users/forgotpassword.json
	application/x-www-form-urlencoded



	Type
	Params
	Data Type
	Condition

	HEADER
HEADER
KEY
KEY
KEY 
KEY
KEY 
KEY
	Content-Type
Accept 
access_token 
device_id
random_number
profile_id
profile_type
action
	string
string
string
string
string
string
integer
string
	Mandatory 
Mandatory 
Mandatory 
Mandatory 
Mandatory 
Mandatory
Mandatory
Mandatory



Content-Type
Content-Type determines what type of representation is desired at client side. The value should be “application/json”

Accept
Accept determines what type of representation is desired at client side. The value should be “application/json”

access_token
access_token is the hash combination of device_id & random_number .

device_id
device_id determines the device id for mobile device and session_id for the web browser.

random_number
random_number is the 4 digit random number.

profile_id
profile_id is the email of the user.

profile_type
profile_type is the profile type of the user. Example: 0=email, 1=gmail, 2=facebook, 3=phone.

action
action is the fixed value for this api. Its value is `forgotpass `.

Sample Request: 
{
    "action":"forgotpass",
   "profile_type":"1",
   "profile_id":"bijoy@cloud-height.com",
   "access_token":"0c1d9f14e828929a9fd7c0ca46bf4a6a8d0e6bc3ce78ed61d41cd8665521fd81",
   "device_id":"234234-34234-234234-234234-324234",
   "random_number":"4537"
}



Sample Response:
{
    "response": {
        "user": {
            "User": {
                "id": "9",
                "first_name": "bijoy",
                "last_name": "",
                "profile_type": "1",
                "profile_id": "bijoy@cloud-height.com",
                "password": "b5699a4d2c49eb2d0591b06236517f39",
                "ip": "::1",
                "is_verified": "0",
                "nick_name": "",
                "preferences": "1|0|1",
                "device_info": "",
                "version": "0",
                "verification_token": "",
                "resetpass_token": "f954f7bee1a5171274bee2de8005e1398f660f3eee45102898c66ff729f894bb",
                "resetpass_token_expire_date": "2020-08-29 02:53:21",
                "group_expiry_date": "2020-12-23 16:25:26",
                "mess_expiry_date": null,
                "family_expiry_date": "2021-02-25 21:59:48",
                "create_date": "2020-08-22 16:24:22",
                "update_date": "2020-08-22 16:24:22"
            }
        },
        "status": "+000",
        "status_desc": "SUCCESS."
    }
}
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	Status Code
	Description

	200
	OK

	201
	Created

	202
	Accepted (Request accepted, and queued for execution)

	400
	Bad request

	401
	Authentication failure

	403
	Forbidden

	404
	Resource not found

	405
	Method Not Allowed

	409
	Conflict

	412
	Precondition Failed

	413
	Request Entity Too Large

	500
	Internal Server Error

	501
	Not Implemented

	503
	Service Unavailable
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	Status Code
	Status  Description

	+000
	SUCCESS(Operation successful)

	035
	Service is in maintenance mood. Please try again later.

	031
	Invalid JSON input sent

	057
	TOKEN IS  NOT VALID. Please provide access_token, device_id and  random_number 

	-995
	Product Not Found.

	005
	input data array is empty

	006
	product_id, product_sku and user_id are required

	007
	phone number must be numeric

	008
	zip code must be numeric

	009
	email address is invalid

	-997
	User not exist

	-994
	Order Not Found

	-993
	User Group Not Found

	061
	action field is required as parameter
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